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Who is Shahid?

Cybergeek at Netspective, Gov't Tech & RISK MANAGEMENT, LIABILITY
1 1 INSURANCE, and ASSET PROTECTION
Securlty AdVIS_or STRATEGIES for DOCTORS and
« 15 years of risk management and ...
cybersecurity expertise (in healthcare, Cered Medcal Pamers

government, and other sectors)

15 years of technology management
experience (government, non-profit,

commercial)
» 18 years of healthcare IT and medical devices
experience (blog at http://healthcareguy.com) ket
« 25 years of software engineering and multi- e

discipline complex IT implementations (Gov,
defense, health, finance, insurance)

Author of two chapters: "Understanding Medical Practice
Cybersecurity Risks" and "How to Conduct a Health-
Care Environment Electronic Risk Assessment”



http://healthcareguy.com/
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What's this talk about?

Background

HIPAA, while a regulatory necessity, is
an insufficient framework for modern
healthcare risk management
cybersecurity.

Most HIPAA compliant institutions have
tons of insecure systems because they
confuse compliance with security.

Key takeaways

Every technology in a modern
healthcare enterprise network is
becoming more and more healthcare-
neutral.

There's nothing unique about digital
health data that justifies complex,
expensive, or special cybersecurity
technology.

Healthcare-specific cybersecurity and
risk frameworks aregoing to do more
harm than good and the industry
should look to major federal
overnment initiatives like DHS CDM
or guidance on approach and tools.




The Soapbox
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Don't contuse compliance and security

You can be compliant and not secure,
secure bu—t not compllant or both Comphance often bmary (yes/no)

-

Security: always continuous

) Comphant insecurity is pretty common
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CAn example of compliant insecurity

Compliance Requirement » Insecure but compliant
* Encrypt all data at FIPS 140 level » Full disk encryption
— Encryption keys stored on same disk

« SSL encryption
— No TLS negotiation or man in the middle

monitoring ‘

Secure and compliant
* Full disk encryption
— Disk-independent key management

* TLS encryption

— Force SSL = TLS and monitor for MIM
threats
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~ Another example of compliant insecurity

Compliance Requirement » Insecure but compliant
« Establish procedures for creating, *  Default admin password
h , d saf di « Documentation says password should be
changing, and sateguarding changed upon initial setup
passwords « Documentation says password should be

rotated frequently

Secure and compliant

* When device or software is initially setup, it
forces a password change

* Device or software prompts to change
password regularly

» Device or software reports, each night, if
default passwords aren't changed or
rotations haven't occurred
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Compliance is focused on...

Regulations

Meetings & discussions
Documentation

Artifact completion checklists

' Why does compliant insecurity occur?

Instead of...

Risk management
— Probability of attacks
— Impact of successful attacks

Threat models
— Attack surfaces
— Attack vectors

Bottom-up asset management

— Full inventory assessment

— Continuous change management

— Asset- and risk-specific threat mitigation
Regular pen testing, user behavior

analytics, and data loss prevention
activities
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. Forget compliance...at first

w.netspe

o

The More | Think =8

. The More Conr“fﬁ’

ctive.com

Get your security operations in
proper order before concentrating
on compliance.

Start sounding like a broken
record, ask “is this about security
or compliance?” often.
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Make sure the right people are in charge

Law: Compliance Order: Security

Firewall rules
[l (Untitied) - Wireshark =N
sppicanon rues

File Edit View Go Capture Analyze

Seoee 2ER =

Eiter: ||

No. . Time i
p-sw1::enterprises.11.2.3.9.4.2.1.4,1.5.7.1

367 11.768865
369 11,775952
381 12.286091

84 562
385 12.312727
386 12.361495
387 12.361583
388 12.361805
389 12.413166
390 12.413611
391 12.414386

nterprises.11.2.3.9.4.2.1.4.1.5.8.1.
:enterprises.11.2. 4.1.5.8.1
om

5eq=0 Win=8192 Len=0 M55=1460 Ws=2
ACK] Seq=0 Ack=1 Win=8192 Len=0 MSS=1460
Seq=1 Ack=1 Win=17520 Len=0

freassembled PD!
Ireassembled pDU] -

Seq=1 Ack=845 Win=6960 Len=0
U]

Frame 384 (167 bytes on wire, 167 bytes captured)
Ethernet II, src: sparklan 04:d0:9e (00:0e:8e:04:d0:9e), Dst: HonHaiPr_26:66:a2 (00:1c:26:26:66:a2)
Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.28 (192.168.0.28)
user Datagram Protocol, src port: domain (53), Dst Port: 62872 (62872)
= pomain Name System (response)
[Request In: 3811

[Time: 0.025771000 seconds]
Transaction ID: Oxcfif

@ Flags: 0x8180 (standard query response, No error)
Questions: 1

Authority RRs: 0
Additional RRs: O r
5 queries

= www, Cnn. com: type A, class IN "
Name: www. cnn. com
Type: A (Host address)
Class: IN (0x0001)

ey

3 www. cnn. com: type A, class IN, addr 64.236.91.21
0000 00 1c 26 26 66 a2 00 Oe 8e 04 dO 9e 08 00 45 00
0010 00 99 00 00 40 00 40 11 b8 e6 cO a8 00 01 c0 a8
0020 00 1c 00 35 f5 98 00 85 98 5a cf 1f 81 80 00 01

77 77 77 03 63

0040 6F 6d 00 00 01 00 01 cO Oc 00 01 00 O1 00 00 00
0050 b7 00 04 40 ec 5b 15 cO 0c 00 01 00 01 00 00 00

This is a response to the DNS query in this fr.. | Packets: 1273 Displayed: 909 Marked: 0 Dropped: 0 Profile: Default

ctive.com
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 Make sure the right people are in charge

Compliance knowledge bases Security knowledge areas

[N

CDM
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. Understand what's what




Increased payer / provider collaboration and increases threat
surfaces and will drive further data leakage

Care Professional
(physician/nurse)

Caregiver
(family/friend)

Ancillary Professional
(nutrionist, etc.)

atien

Provider Facing Solutions

Who's paying/for the innovation?
7

’

’
7
!
’
4

/
Direct?
I

!
! Reimbursement ()

1
i v
1 ’

\
Premiums, out—o?wp‘

~

Sell direct?

~

Sell indirectly?  Indirect?
\ ;

Who's paying for the innovation?

= . p . - = gl -
4{ Care Providers }— Care Institutions —{ Payer Institutions P
7’

Clinics & Medical Practices
Hospitals

Health systems

ACOs

Home Health

Nursing Homes

Public Health

Pharmacies

Complementary & Alternative Medicine,

Health insurers (Admin only) +

Self-insured Employers

Payer Facing Solutions

2-sided Risk ACOs it
4
Consumer Directed Plans g
’
Pharmacy Benefits Managers Direct
R Wholesalers
Managed Care + Prag —
- Distributors
- —

Group Purchasers

Pharmaceuticals

‘ Health Insurers bearing Risk Biologics
Money (5) Employers  © Large sccounts ﬂ
Small groups | Supplies
S-CHIP G Capital Equipment
VHA Information Systems
Medicaid Contract Research Orgs
CMS  ©
Medicare

Philanthropy

MIPS & MACRA bonuses or penalties ($)

www.netspective.com
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Huge breaches occur already, what's to come?

Neighborhood
and Physical

Health Care
10%

Economic

Stability

Food
Environment
" Employment Housing Literacy Hunger
Genetics
Social and 30% Income Transportation Language Access to
Environmental . healthy
Expenses Safety Early childhood -
Factors Health I A—— options
20% and Debt Parks
; _ . Vocational
Well Being Medical bills Playgrounds .
Support Walkability Higher
education
Health Outcomes

Communit
. y Health Care
and Social Svstem
Context Y
Social Health
integration coverage
Support Provider
systems availability
Community Provider
engagement linguistic and
L cultural
Discrimination competency

Quality of care

Mortality, Morbidity, Life Expectancy, Health Care Expenditures, Health Status, Functional Limitations

ve.com
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Audience Participation

Are your senior executives well versed in the major
concepts like compliance vs. security vs. privacy?

* Yes, this is all elementary and our team understands it
completely

« NO, we understand most of the concepts but some of the
nuances aren't clear

« No, we do not understand all the concepts and could use
guidance




_

There Is no cybersecurity crisis
specific to healthcare.

To get the best tools and frameworks with the best support, stay industry-neutral.
Whenever something becomes “healthcare specific” it slows down its innovation.

Risk management, continuous
diagnostics & mitigations are a concern.



_

There is a healthcare data
privacy crisis.

Not enough organizations have separated digita/ confidentiality
and privacy policies from security policies.

User behavior analytics (UBA) and data loss prevention (DLP)
technology isn’t as widely deployed as it should be.



_

Preparing annual controls catalogs and
compliance documentation or passing
audits doesn’t mean you're safe.

Not enough organizations differentiate between point in time
assessments versus continuous monitoring.

Only continuous monitoring of each operational asset,
from the bottom-up, ensures security.



Things healthcare institutions must do to remain both HIPAA compliant and truly secure

The Top 7 tips for 2017

7"\ Netspective



#1

When you have a choice, follow Department of

Homeland Security (DHS) guidance; we must go beyond
HIPAA and healthcare-specific frameworks.

Hackers don’t use “healthcare” tools to steal medical records so you shouldn’t
follow different rules to keep them out.

Learn about the $6 billion DHS Continuous
Diagnostic & Mitigation (CDM) Program.




.. DHS

DHS provides

Agriculture & Banking & Chemical Comms Sector Commercial Critical
advice and Foud S I oo Facites | | manuiacuring |- collaborates with
alerts to the : —— SN sectors through
16 critical j - Sector
infrastructure | ™ Coordinating
areas... Dems iormation Energy Govemment | [THestcareand | Water Councils (SCC)

Technology Facilities Public Health

Nuclear Reactors, Postal and Defense Transportation National Emergency
Materials and = R M e 2
Waste Shipping Industrial Base Systems onuments lcons Services

U Business / Personal
» Shopping & Banking Point of Sale (in store or on line)
» Personnel
» Social Media
>

www.netspective.com 22



The DHS led CDM Program covers 15 continuous
diagnostic capabilities. Your data is not secure
unless you understand the entire lifecycle.

Phase 1: Endpoint Integrity

+ HWAM — Hardware Asset Management

+ SWAM — Software Asset Management

» (CSM - Configuration Settings Management
* VUL - Vulnerability Management

Phase 2: Least Privilege and Infrastructure Integrity 4Ar
eas of 15
» TRUST —Access Control Management (Trust in People Granted
Access)
» BEHAVE — Security-Related Behavior Management

Capabilities
(These Must Be Applied

+ CRED - Credentials and Authentication Management to All Assets)
* PRIV — Privileges

Phase 3: Boundary Protection and Event Management for
Managing the Security Lifecycle

 Plan for Events

* Respond to Events

» Generic Audit/Monitoring

» Document Requirements, Policy, etc.

* Quality Management

* Risk Management

» Boundary Protection — Network, Physical, Virtual

vw.netspective.com
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Audience Participation

Is there a reason for healthcare-specific security solutions or
should we use industry-neutral tools and technologies?

« No, there's no good reason not to be industry-neutral because our
problems in healthcare are the same as everyone else’s (medical
devices are no different than other 10T devices)

« No, but there are some healthcare-specific problems that we
should tell DHS and standards bodies about (like medical devices)

* Yes, there are many good reasons to work on healthcare-specific
security solutions because industry-neutral tools are not good
enough




100% security is Cost A
impossible so
compliance driven
environments must
be slowed by cost
drivers

Expected
total cost

Cost for securi )
enhancing mechanisms

Expected total
cost for violations

Optimal level

Source: Olovsson 1992, “A structured approach to computer security”

—® Security level
100%
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#3 Don't rely primarily on perimeter defense

Firewalls and encryption
aren't enough

Many breaches occur by
insiders, lots of data
disseminated accidentally

Rely on risk-based role-
aware user behavior
analytics and anomaly
detection
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~ #4 Understand architecture transition impacts

Prevalent healthcare industry architectures

Mainframes

Data-driven
Architecture
(DDA)

MQTT

Client/Server

EDI HL7  X.12

Event-driven
Architecture
(EDA)

AMQP

Architecture
ey

SNMP

SOAP XMPP  WCTP REST

Service-oriented
Architecture
(SOA)

SMTP  MLLP

www.netspective.com

b
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#5 Create risk and threat models...and share them widely

He will win who, prepared himself, waits to take the enemy unprepared — Sun Tzu

Create minimal documentation that you will

Define threats keep up to date
« Capability, for example: e thic
— Access to the system (how much privilege escalation Nature of mitigation i;i;‘; .
must occur prior to actuallzatlon?) hreat 'ﬁ:\tfga‘;:;s’ii provided IApplication/Service-layer (or more
— Able to reverse engineer binaries implemented &ﬁggﬂi‘;m mitigation required 3"0“[]5'“""
— Able to sniff the network deploymen
«  Skill Level, for example:
— Experienced hacker
— | i i [Side-channel attacks 1 VM per core, no
SCfilpt klddle against VM Guests on communications N Required »
— Insiders the same physical between diffarent one Require es
Resources and Tools, for example " e
. .
/ .
- Smple manualexecution e — o
. . ttransit between dlient ! data is [Yes
— Distributed bot army and server
- WeH_fU ﬂded OrgaﬂlzatIOﬂ IMitigation is provided by underlying platform/infrastructure
. . . Disclosure of 550 and must be utilized by the customer's web application/service; e store for
| f i
- (Certificates/keys use equires calls to existing/provide: 5. SSL
Access to pnvate information fi key: d { Requires calls to existing/provided APL lyes
by Web Roles Mitigation i ice and is not provided at a lower level :
/gauon Is per-service and Is not provi a lower level;
. . . N Must be mitigated by the customer’s code.
* Motivation + Skills and Capabilities tells you what Disclosure of arbitrary || _ t data prior
’ . . secrets in Mitigation is notyetlm_plemented (planned for a future version of not store
)éo? re up against and begmg 10 set tone for blob/table/queue Windows Azure) but will be transparent o the customer once complete. | vy o Yes
efenses storage

Source: OWASP.org, Microsoft




Security Weakness

IX Attack

w Man-in-the-middle attack
' svooring
w Unauthorized access

Q Security Feature Vulnerability @ Business ContextVulnerability

w Insecure deletion
w Injection attack
w Unencrypted data

m Invalid ACL Assignment
ﬁ Insecure DB password
ﬂ Invalid form fetch

FINRA Internal Network

EILIM.IEI UED. 15D o

Virtual Document

O
Ve

() IFF (s) 1AA
fetches creates
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Create an Attack Library...and share it!

 Password Brute Force « LDAP Injection

o Buffer Overflow « Man-in-the-Middle
 (Canonicalization * Network Eavesdropping

» Cross-Site Scripting * One-Click/Session Riding/CSRF
« Cryptanalysis Attack  Repudiation Attack

 Denial of Service * Response Splitting

* Forceful Browsing * Server-Side Code Injection

* Format-String Attacks * Session Hijacking

« HTTP Replay Attacks « SQL Injection

* Integer Overflows « XML Injection

Source: Microsoft
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~ Collect attack causes and mitigations...& share!

* Define the relationship between
* The exploit

* The cause

« The fix
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Audience Participation

Are your security threats properly modeled, prioritized, and
shared?

* We have a well understood threat assessment process and we
have properly documented threat models tied to our risk
assessments at the asset level (bottom up)

* We have a well understood threat assessment process and we
have properly documented threat models tied to our risk
assessments at the security boundaries but not at the asset level
(top down)

« We the understand threat assessment process but we have not
documented threat models tied to our risk assessments

* No, we haven't done proper threat assessments tied to risks
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#7 No security theater! Make risk-based decisions

How you know you're “secure”
« Value of assets to be protected is understood

» Known threats, their occurrence, and how they will impact the
business are cataloged

» Kinds of attacks and vulnerabilities have been identified along with
estimated costs

« Countermeasures associated with attacks and vulnerabilities, along
with the cost of mitigation, are understood

* Real risk-based decisions drive decisions not security theater
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~ Bonus! #8 Review security body of knowledge

Everyone Security ops and developers
* FIPS Publication 199 (Security » NIST Special Publication 800-53
Categorization) (Recommended Security Controls)

« FIPS Publication 200 (Minimum Security ~ *  Microsoft Patterns & Practices, Security
; Engineering
Requirements)

. L OWASP
« NIST Special Publication 800-60 - . .
(Security Category Mapping) IEEE Building Code for Medical Devices

. . Auditors
Executives and security ops « NIST Special Publication 800-53
» NIST Special Publication 800-18 (Recommended Security Controls)
(Security Planning) « NIST Special Publication 800-53A Rev 1
« NIST Special Publication 800-30 (Risk (Security Control Assessment) -
Management) » NIST Special Publication 800-37 (Certification

& Accreditation)
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. Key Takeaways

* |f you have good security operations in place then meeting
compliance requirements is easier and more straightforward.

 Even if you have a great compliance track record, it doesn't
mean that you have real security.




DHS CDM Deep Dive

7"\ Netspective
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The CDM Program BPA Tools Catalog

Continuous Diagnostics & Mitigation (CDM) Product Catalog

~ev. Homeland
& Security

The purpose of the Continuous Diagnostics and Mitigation (
CMaaS customers with a comprehensive list of CDM securit
CDM CMaas Blanket Purchase Agreement (BPA). This guide

The Tools/CMaaS BPA Product Catalog lists the tools and se
create the Tools/CMaas Product Catalog includes the CMaa

Over the course of the COM program, technology-based sol
increasingly robust solutions. As new CDM Program capabil
accordingly.

The Tools/CMaas Product Catalog is not intended as an aut
support alignment and acquisition of specific products, sup
development and refinement. All product categorizations, ¢
time, and have not been modified or endeorsed by GSA or D

As of: 9/11/2015

CDM PHASE 1

CDM PHASE 2

CDM Product Manufacturer

CDM Product Family

S

HWAM

SWAM

€M

vuL

TRUST

BEHAVE

CRED

PRIV

nufacturer's Product Deseription

Avecto

DefendPoint Privilege Management

Defendpoint provides all the tools you need to suc
the right amount of access, with permissions appli
themselves. Standard users are highly secure, yet
compromised. By enabling all employees to work
environment.

Axiomatics

Axiomatics Data Access Filter

The Axlomatics Data Access Filter (ADAF) Is an autd
purpose of applying policy-based controls in databy
according to pelicy, by modifying SOL statements
enables dynamic filtering of database content, ce
integrate with multiple database products.

Axiomatics

Axiomatics Policy Server

The Axiomatics Policy Server (APS) is a solution aw
(ABAC). With three different types of authorization
requirements.

Axiomatics

Axiomatics Reverse Query

The Axlomatics Reverse Query (ARQ) is an authori
Where the Axiomaties Policy Server responds to i
Axiomatics Reverse Query helps automate process

BDNA

BDNA Discover

BONA Discover delivers insights into the IT environ
and software assets including those not covered by
provides advanced application discovery for top w
provides complete visibility into the IT environmen
GRC.

BDNA

BDNA Normalize

BDNA Mormalize is a solution that uses Technoped
Information about enterprise hardware and softw:
sourees to create a single version of aceurate and

clean, accurate, and relevant data to drive effectiv

BDNA

BNNA Technonadia

BONA Technopedia categorizes and aligns hardwa
relevant information. With more than 1.2 million ¢

ctive.com
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DHS Open Source Cybersecur

CATEGORY

APPLICATION(S)
CFengine, Fxpect, Process Hacker

Anti-spyware

Miory

Antivirus
Application Languages &

Development Environments [‘_}M Prython, Clue,
|Browser Add On Password Maker, Wi
[od AMANDA, Arecs Backup, Parfimans
Cloud Computing ARIQUO, Cloydstack, Eucalvplus, Juiy, Mimbuls, Coen Nebula, Dpenstack
Confi Clenging, Puppsl, Sall

.Cnmenl Management

Chef, Drupal, Joomla, Juju, Wordpress

|Data Backup & Archival Bacula, Open Nebula, PeaZip, Linison
Database Manalt, MySQL, NetDt, Percong, Postreso

Data Removal

BleachBil, Darik’s Bool and Nuke, Eraser, Wips

Directory
Disk <, Palirmisgs
Email ix, Spam Assassin,

SourrciMail, YPOP Email ’gm[l; VE]

Email Protection & Anti-
Spam

amevisd new, ASSP, Postorey, Spam Assassin

Emall Services

. i ihe Hipper, Mac GNL Proac
Encryption ), OpenSSL, TrueCrypt

stems [ 1
Enterprise nt Information Systems {OSCMIS),
File Transfar ck, Filedilla, Fugu, Samibea, vsfipd, WinSCP
Filtering sardian, |1 Tables, Java FE POC uXSS Miter, Web Scarab

arter, Firewall Builder, 1P Cog,

Firewall s, Senly i
Forensics
.Geogmphic Information

Systems (GIS)

Ealcon View, P

Jpen Streetmap, Opticks,

Host Based IPS (HIPS)

AFICK (Another File Inteqrity Checker). Open Source Tripwire, C

1D Authentication Methods | WIKID
Infermation Technology i v
Infrastructure Diradis, OpenCh|

Intrusion Detection &
Monitoring

ackack, Kismet Munin, Open Source Tnpwire, JoenAS, Process Hacker, Suncata
Thicknet, Zabbix

www.netspective.com

ty Catalog

CATEGORY

APPLICATION(S)

Intrusion Detection &
Frevention Systems
(IDSAPS)

Eail?Ran, ronBes,

FC, QuiDScor, Snort, Suncata

Monitoring Systems

LCactli, ICINGA, Nagios, NelD8, DpenNMS, PandormPMS, Zabbix, Zenoss

Network ackack, AFTR, BIND, BIND 10, Brd, BST Rouder, 1SC DHCP. Munin, Metcat, NeiDB,
Tiniap, Quanga. samba, Saud
Network Communications | oenssH, OpenSst, Squid

Operating System (08}

ndroid, Arch Linux, Back Track, CentQs.
Endian Firewall Communi
ht P Is] i

GiCop UTT, Dponist, 2!
Linu:, Qamun WTT, Seniry Nirzwall ‘:ilﬂrk.-vnrp C‘\n’mh\n
IEuny, Unta ]|]I|‘ o0ty

05 Hardening

Password

Penetration Testing &
Vulnerability Assessment

Problem Management

BugAilla, Reguest ImLkul

Frogram Analysis

Remote Access Methods
Clients

Revislan Control

AntiSamy,

'\'\E‘ZHI A

“heck, COUAL CSRF Guard
Gendamme, \Iﬂvn‘.nnrn

iFC
|m'-< Machine Protect, Smatch.

karind, Yasca

s -Lheck,
Sparsa, Splin, Squals, S

NeMachins, OpenSSH, DpenSSL, PUTTY, PuTTY CAC, TighlyNE

/5, Enssil, git, Mercurial, Subwersion

Security Planning Tools

e i, SOt (Simple Phishing lookit, Wiboat

Storage Toals

Virtualization
Visualization

JRDD, OCES 2 Opentiler, Orange FS. Sheupdog, S
Cygwin, KespAlived, KV, OpenStack Comguls, OVM, Packebyzer, VifualBox, Xen
Para\iew

VFN peny PN
Vulnerability Patch T
Managsment Lunis, Miklod, SoenhAS, Bogus Scanne

Web Accessibility

Chromium, Kongueror, Mozilla Firefox

Web Server Software

Inupal, Enterprise Security API, Jboss Autopwn Script, JBoss

Apache, Apache Tomeat, [ it rity
slicalion Plalform, Lucens, mod ssihal, Nu N MikioZ, Open Aliui,

Web Services

hnn.'w Image G
one

=nerator (CAPTCHA) Django, Joomia,




Take your Nmap scars to the naxt lavel with AlienVault.._
View vulnerability data, asset information & threat
detaction alerts In 3 single consolel

Nanap Security

Abymllelp  Sugeestanew tool searen

Ref Guide SecTools.Org: Top 125 Network Security Tools
Tnstall Guide

Dol Toc zave thau

Clhaes arching. sactzg.

Bock

Docs

Secarity Lists

4 1tis an advascsd op:
o cac be imegraned has
Tt ships w dreds of axploits. 55 vor st of zocisles
Trternt fin sl o

vors as s outlet
and it cectai

acunetix

o

o6 S
3,000 per vesr per

fudge's excelles

5,014 (1 yere 3 mamthe sgel

‘O

o 49 am Monch

W $ 4

ective.com

View on GitHub @

Open Cyber Tools & Data

Open Tools & Data

The DHS Science and Technology Directorate has an active cybersecurity research program. It has

produced a lot of useful open source cyber security tools and data sets. Please give them a try, let

us know what you think.
Open Tools

Software Assurance

® Code Pulse - Code Pulse is a visualization-cents

tool that provides insight into the real-time

code coverage of black box testing acti <. It is a desktop application that runs on most
major platforms.

* Sofi

re Assurance Marketplace - To identity vulnerabilities early and often in your
development cycle, use SWAMP for continuous software assurance. Qur platform can be used
by anyone who is interesting in creating better, more secure software ecosystem

Network Tools

® Suricata - Suricata is a high performance Network IDS, IPS and Network Security Monitoring

engine. Open Source and owned by a community run non-profit foundation, the Open

Information Security Foundation (OISF).

* CAIDA Tools- Network measurement and visualization tools from the Cooperative

Association for Internet Data Analysis (CAIDA).

 ANT Software - The ANT project provides software for Packet Trace Analysis and

Anonymization, IPv4 Census and Survey Analysis and Visualization, and DNS Analysis and

Privacy.

® STWCCO - Situation and Threat Understanding by Correlating Contextual Observations
TUCCO) Lets you search and process large amounts of data and documents. Global threat

views can help security analysts allocate their resources and adjust policies proactively.

RPKI Tools
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. Security Litecycle challenges and advice

« How do you design and build in
security when the software,
hardware, and medical devices
come from third parties?

« What risk management and
investment prioritization
frameworks should you use?

 Are you using a bottom-up risk
assessment or top-down risk
cataloging process?
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. Cybersecurity Framework

» Developed in collaboration with industry, provides guidance to an
organization on managing cybersecurity risk

« Supports the improvement of cybersecurity for the Nation’s Critical
Infrastructure using industry-known standards and best practices
 Provides a common language and mechanism for organizations to

— describe current cybersecurity posture,
— describe their target state for cybersecurity;

— identify and prioritize opportunities for improvement within the context of risk
management;

— assess progress toward the target state;
— Foster communications among internal and external stakeholders.

« Composed of three parts: the Framework Core, the Framework
Implementation Tiers, and Framework Profiles
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NIST Cybersecurity Framework

Framework Core

Business Environment

IDENTIFY Governance
Risk Assessment IDENTIFY
Risk Management

Access Control

Awareness and Trainin

D et - PROTECT
PROTECT ata >ecunity ,

Information Protection Processes and

Procedures
Protective Technology
Anomalies and Events

DETECT Security Continuous Monitoring
Detection Processes

DETECT

1

TARGET CURRENT [ ceAPs |

Communication RESPOND Identify [N |
RESPOND Analysis Protect I : =
Mitigation — Detect N e
Improvements i ‘
. Respond | NS -
Recovery Planning Rspon -' l ' |
RECOVER Improvements ol :
Communication Tier 91 2 3 01 2 3 L S
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~ Asset management challenges and advice

« Where is your hardware and |
software inventory stored? (These Must Be Applied E

. to All Assets) Hordware
« How are you tracking
configuration settings?

« Who's curating your
vulnerabilities?

* How are your boundaries
documented?
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~ ENISA Threat Landscape

Current Top 10 Threat Trends in Emerging Areas
Trends Internet  Netw,
Top s S e St e v T
systems ting Things  Sanen
and cIp
. Malicious code: (1)
S o 0 o0 o 0 o
2. Web-based O L O O > O
3. Web application
s 0l0o o o0 o 0o o
fInjection
anacks
< 4. Botnets O O 1]
s oemstotsenice O | © > o o
THREAT ; LANDSCAPE 6. spam o o
2 T O O O 0 0 o
-3
S 8. Exploit kits (3] O 1] 1
E T L 2 O ] 4 9. Data breaches T O O 1)
10, Physical
amage/the 1] 1) 1] O O o O
ENISA Threat Landscape 2014 s
Overview of current and emerging cyber-threats 11. Insider threat z O L O (1) 0
preemeran 12‘|'E';"‘(’;g"’:“°" O O O (1] O O O (L
pusy o H O 0 0 0 0 0 0
14, Cyber O O (1] 0O 0O 0
% espionage
enisa le;:g:;:fr‘ T O
- European Union Agency ‘u‘ Network and Information Security WWW eNise.eul oD e legenstﬂ-e':eﬂr::s U peclining, = Stable, 0 Increasing
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Overview of current and emerging cyber-threats

December 2014
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Accounts management challenges & advice

» Do you have identity,
credentialing, and access

management (ICAM) or just
W\ |AM?

Capa o
(These Mu:

Do you have user behavior
to All

analytics (UBA) capabilities?

|s your training tied to specific
st i el risks and assets from a bottom-
, Boundars up perspective?
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~ Event management challenges & advice

« How sophisticated is your
security information and event
management (SIEM)
infrastructure?

* Do you run breach and incident
simulations to help prepare for
contingencies?

* Do you have a data spill or

e other incident response plan

S documented and ready to

4 Areas of 15 execute?




Z= Offcial wnbaa of th Dep  of Homeland Securty

Get Involved

Us | Quick Links | Sha Ma

Homa ~ Information Sharing and Analysis Organizations

Information Sharing and Analysis
Organizations

America's cyber adversaries move with soeed and stealth. To keep pace, all types of
arganizations need 1 be able 10 share spond 10 cyber risk In as close 1o real-ime as
nossible. Organizations engaged in information sharing related 10 cybersacurity fisics and
ol in the collective cybarsecurty of fe United States, However

found it challenging to develo effective information sharing
arganlzations—or Information Sharing and Analysis Orpanizations (ISAOS). In resonse.
President Obama has issued an Executive Order dirsating the Depaniment of Homeland
Security (DHS) to encourage the develapment of ISADS

Svtarsacuetty inlormason Sharing, directs

Executive Order 13691, Promotng Prvale Secial
DHS 10

« Selact, 1nrough a1 0peN aNC COMPENTIVE PIOCESS, & NoN-govammental organization to
serve as e ISAQ S1andards Organizanon. Tnis ISAO Siandards Organizazon will
igently a ge1 of voluntary quideiines for the creazon and functioning of ISADS.

Engage i continucus, coliaborative. 8nd inclusive coardination with ISAOS via tre DHS
National Cybersecurity and Communications Imeqration Center (NCCIC), which
coordinates cybersecurty information sharing and analysis amongst the Federal
Government and privals SeCOr pannerns

+ Davelop efficient means &

e mambers of an ISAQ via a

granting clearancas to privite sactor individuals wha
6 profection progeam.

nated crifical infr

Togethar, these actons will help enhanca the Nation's cyer defaness by sxpanding Informasion
sharing relatonships beyond tradiional crtical Infrastruciure sactons (1.e. financial sarvica:
anergy, aviaton, stc.), and broadsning potenial pamnensivps with and amongst private sector
onems.

http://www.dhs.gov/isao

ctive.com

Share

Homeland Security Otfice

Communications

More from DHS

About 1he C* Voluntary Program

ISAO FAQs

1SAO Engagements

Risk Management Framework, RMF (SP 800-37)

Architecture Description Organizational Inputs

* Mission/Business Processes + Laws, Directives, Policy, Guidance

* FEA Reference Models St:or’t'i":g * Strategic Goals and Objectives

* Seg and Solution Archi es * Information Security Requirements

* Information System Boundaries * Priorities and Resource Availability
Step 1

CATEGORIZE

Repeat as necessary

=

Information Systems
FIPS 199 / SP 800-60

i)

Step 6 Step 2
MONITOR SELECT
Security Controls RISK Security Controls

MANAGEMENT

. sP800137
FRAMEWORK (RMF)

\_ FIPS 200 / SP 800-53 )

Security Life Cycle ( St

Step S ep 3
AUTHORIZE IMPLEMENT
Information Systems Security Controls

Step 4
ASSESS

SP 800-37 SP 800-160

&= =

Note: CNSS Instruction 1253 provides guidance for RMF Steps 1 and 2 for National Security Systems (NSS).

Security Controls
SP 800-53A

3

&
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ISAO Value Proposition

Value to industry Mutual Value Value to government

Possibility for clearances Cyber threat indicators
for collaboration from critical infrastructure

Government-sourced Industry SME access to
data and analytics NCCIC

Data can be used to Building of trust
protect enterprise and relationships across critical
customers infrastructure sectors

Build trusted relationships Raise bar for network
with other sectors and defense
government partners

One entity’s detection becomes another’s prevention

https://www.us-cert.gov/sites/default/files/c3vp/CISCP_20140523.pdf
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~ ISAOs and Coordinating Processes

A CSIRT Process Model for Improving Information Sharing & Knowledge Capture in Cybersecurity
https://www.itu.int/dms_pub/itu-t/oth/06/35/T063500000200515PDFE.pdf

One Implementation: The IODEF

Starting Point: Howard & Longstaff

H faeed attack
I incident
! ‘ attack(s) ! i event =) i
1 . . l RFC 5070 IODEF =
] | i event e i | Tool ‘ | Vulnerability | Action | Target | |U“"l“‘:'::[:m’|
Attackers | Tool ‘ Vulnerability | | Action | Target ‘ |U""']::‘I:":Eﬁd Objectives ‘ ko Tool and Vulnerability become Method
| ENUM purpose [ IncidentID 1
Physical Challenge | STRING ext-purpcse |« - [ AlternativeID ]
Hackers Atk Design Probe Aecount s [L'\_” | ENUM lang - [ Relatedactivity ] )
s — ‘ e — } ENUM restriction i} EeEe } * Action becomes EventData
Spies = hanee | ™| lmplementation | mup Seas )| Puoces | omaton | ™ G [ - [ EndTime 1
| [ ReportTime ] )
! f|Bese sintiom | 2] ® Target is part of both Contact (the PoC) and
o ssessment
| - [ Method 1 EventData (the system)
1 e
| CEisara 1 e Unauthorized Result becomes Assessment
. H i
This 7-part taxonomy appears in “A Common Language for Computer 5 of the 7 parts from Howard & Longstaff’s taxonomy were adopted as
H - ” . . . . e
Security Incidents” from 1998, by John Howard & Tom Longstaff, data element classes in the IETF’s Incident Object Definition Exchange
published by Sandia National Labs. Format, an XML schema for cyber incident reporting.
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Security Information Interoperability

= Standardized Language "
— Structured Threat
Information Expression

= Standardized Exchange Mechanism [ 7 /_\
— Trusted Automated A_AXU[
Exchange of Indicator Information

" Make it easier to express, exchange, consume, and correlate
cyber threat intelligence

NORTHROPR GRUMMAN

< FireEye h Boaz | Allen | Hamilton

’7 HB/Gary .
Symantec @ @ FANDIANT _ EITATINET

wwwwwwww Bromium’ | Check Point (0L

- - - \H\I 3 msur:
= Large group of contributing parties ?_® vt P Bl o e
. om @ Microsoft (%;_‘} |
" Used by real products/communities e @aus ceRT_ _‘“‘"wm
Q Palantir DT:C Ly

= Supported by an active community ~u @ w Q¥ . ﬂ. ,,,,,,
and running code B LT

. SIEMENS \_— NI Security s U3
http://secure360.org/wp- content/uploads/ZO14/05/Threat Intelligence-Sharing-using-STIX-and-TAXII. pdf esentiie o @linvincea CYSERI( st
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